DarkPath scammers &
Scam ads in social media
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Over the last three years, the number of users of
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social networks has increased by almost a billion.
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Scam ads in social media




History of scam sROUP||

Traffic attraction

Emails Sites SEO, Advertisement Mobile Mobile applications
Only 8% of
users time
web traffic web traffic

mobile users mobile users



Benefits of mobile targeting

Personal

More targeted
Fast decision
Hard to verify

ShengSiong

Dear Shopper! On 25th
August 2019, you took the
4th place in our August
Draw. Please collect it

within 24 hours: http://

~

v/ 3
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Benefits of social networks [sRoUP|g|

« Easy
 Scalable ,

. . Chinese New Year
* Distributed & &
* Fail-safe = | " —
 Almost undetectable # | —T

* Everybody uses it and
uses a lot

* Trustworthy

* User has no chance to
verify
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* Distrust to the brand
* Inflation of the ad price

* Wrong customer
journey

Social network advertising spending in the United States from 2016 to 2022
(in billion U.S. dollars)

Source: https://www.statista.com/statistics/736971/social-media-ad-spend-usa



Targeting

for 500 views

conversion

per click

daily budget for
new accounts




How it can be used GF%DUP\BI

Data collection
Fake promo
Phishing
Information attacks
3rd party promotion
Scam

Online Shopping

Romance scams

Economic relief scams

Income opportunity scams
Grant money

CI\VEEWEWS

Multi-level marketing MLM
Pyramid schemes

Blessing circles/gifting schemes
Recruiting scam




Numbers

fake accounts

fake pages (sites)

each campaign duration

total attack duration

for 1 website
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Numbers 18K

Report of scams that started in social media

mmm Dollars lost

Number reporting a loss

Instagram scam

rise in 2020
in the UK

TR
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https://www.ftc.gov/news-events/blogs/data-spotlight/2020/10/scams-starting-social-media-proliferate-early-2020




Internal reasons?

Facebook's continued reliance
on a small army of low-paid,
unempowered contractors to
manage a daily onslaught of ad
moderation and policy
enforcement decisions

In the weeks leading up to
voting day, Facebook moved
some of its ad monitors off
their usual tasks to focus on
helping political advertisers
buy as much inventory as
they wanted

|GF%DUF"iB|

Facebook created a financial
symbiosis with scammers,
hackers, and disinformation
peddlers who use its platforms to
rip off and manipulate people
around the world.

It earned more than $50 million
in revenue over two years from
a single shady San Diego
marketing agency that ripped off
Facebook users by tricking them
into hard-to-cancel subscriptions
and investment scams

https://www.buzzfeednews.com/article/craigsilverman/facebook-ad-scams-revenue-china-tiktok-vietham




DarkPath scammers
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Traffers’ business example
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Scheme: the Health Day case sROUP||
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The Health day
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Distributed network of 134 fraudulent websites
Is aimed at millions of users worldwide

Directing traffic to fraudulent sites




Viral distribution of multistage scheme GF%DUP‘iB|

72X World Health

3 Organization Personalised content based on:

W oo @0 VISA * Geolocation

& World Health Organization: ° U ser a g e nt

After considering your answers, set the subsidy amount to
300 dollar and complete the steps to obtain the withdrawal
code from the electronic counter °

Language settings

-You may get the subsidy with only one step, please click the
"Invite Friends/Group" button to share the subsidy information with
5 groups or 15 friends on WhatsApp

Invite friends/groups
|

-After sending the invitation, click the "Get withdrawal code"
button:

The language and currency of
the reward varies depending

on the location of the user

Note: If you do not complete this step correctly, you will not
get help.




Viral distribution of the multistage scheme sROUP||

& I co/al.html

£J 4 281 Like

o

Congratulations

You have been chosen to participate in our survey. It will only
take you a minute and you have the chance to win a fantastic
prize: I
This survey aims to improve the quality of service for our
users.

Survey Timer:

3 minutes + 21 seconds

(1/3). Are you an I member?

All the gifts are empty?

I got it on my second try! Oh yeah!!!

Further redirect:

Fake giveaways
Luring to a plug-in site
Installations of a browser extension

Ending up on a malware or phishing site.




Sophisticated & distributed scam infrastructure GRDUP‘iB|

134 rogue websites impersonating popular brands and organisations

134 domains were a part of a larger
fraudulent network.

Around 200 000 people per day were
attracted. Within a week, they were
visited by 1.4 million potential victims.

Often complicate the detection by
using CDN services.




Worldwide distribution

Luxemburg

France

USA

GF%DUF"iB|

Philippines




Signs of the attack

* Newly created accounts with branded
userpics and a few posts

» Accounts with mistypes in the name

e Consonant domain names

* Reports on similar activity in the
iIndustry

« Social media tweets and posts

Recommendation:
try to understand the attack fully

Home Reviews Photos Community

About

1,729 people like this

1,729 people follow this

GF%DUP‘]B|




Response GF?DUF"]B|

* Only social media administration can N
block it v
* VIOIatIOn can be nOt aCtlve anymore This.Cvontent Isn't Available Right Now
* Better to have registered trademark il ity Eiteted

* Visibility of the full scheme helps a lot in
response

Go to News Feed

Go Back

* The proper approach is constant Visit Help Center
monitoring and response to prevent
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Key thoughts

* Monitoring landscape should be constantly
being expanded

e Build the customer working reporting process
 Scammers are evolving and growing

* Industry is growing very fast

 If the brand is global — attack will be global too
* Sophisticated attacks stay below the radar

e Partial visibility can solve only the part of the
problem
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Preventing and investigating
cybercrime since 2003

Dmitriy Tiunkin

Head of Digital Risk Protection, Europe
tunkin@group-ib.com

www.group-ib.com info@group-ib.com twitter.com/groupib t.me/group_ib

group-ib.com/blog +65 3159 3798 facebook.com/groupib instagram.com/group_ib




